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PART A: Vocabulary

Directions: Choose the word or the phrase (1), (2), (3), or (4) that best completes each sentence.
Then mark the answer on your answer sheet,

1- It had not rained on the prairic for several months. Because of the drought, the elimate
had hecome very ——-------- §
1) unsicady 2) rigid 3) intense 4) arid

2-  Deserted for six months, the property hbegan to look more like a jungle and less like a
residence—weed grew ----—--—-- in the front yard.
1) unchecked 2y unjustilicd 3) complicated 4) scanty

3- Can you please --—------- this last part of the lesson for me; I’m not sure [ understood.
|) recapitulate 2) identity 3) postulate 4) recount

4-  Gerry's dissatisfaction with our work was --—--—--- in his expression, although he never
criticized us directly.
1) vulnerable 2) bright 3) implicit 4) humble

5-  The world’s ¢oal, oil and gas ------—---- are finite; one day they will run out, so think now
about what you can do to consume less.
1} appliances 2) deposits 3) relics 4) amenities

6- You are recommended to use mnemonics to help you -—---—---- important items of
information.
1) enumerate 2) expose 3) recall 4) withdraw

7-  The lifespan of a mayfly is -----—---—-- , lasting from a few hours to a couple of days.
1) imprecise 2) ephemeral 3) superficial 4) swift

8- Ilis words to the press were deliberately -------------; he didn’t deny the reports but
neither did he confirm them.
1) mutual 2) essential 3) dogmatic 4) equivocal

9-  TTundreds of people had come to see a popular satire, but during the performance a fire
started in the theater, and the audience and actors had to --——--——-- the building
immediately.
1) expel 2) evacuate 3) disperse 4} detach

10- Computers have helped solve some of the mathematical --------— which have puzzled

man for many centuries.
1) conundrumns 2) caprices 3) artifacts 4) chronologies



PART B: Cloze Test

Directions: Read the following passage and decide which choice (1), (2), (3), or (4} best fits each
space. Then mark the answer an your answer sheet.

When Newton arrived at Cambridge. the Scientific Revolution of the 17th century was
alrcady in [ull force. The heliocentric view of the universe—theorized by astronomers
Nicolaus Copernicus and Johannes Kepler, (11) ---------- refined by Galileo  was well
known in most European academic circles.

’hilosopher René Descartes had begun to formulate a new concept of nature

{(12) -=mmmmm-- an intricate, impersonal and inert machine. (13} ---------- . like most
universities in Europe, Cambridge was steeped (14) ---------- Aristotelian philosophy
and a view of nature resting on a geocentric view of the universe, {15) ---------- with

nature in qualitative rather than quantitative terms.

11- 1) and was later 2) and later 3) later was 4) which was later
12- 1) like 2) such as 3)as 4) the samc

13- 1) Although 2) As though 3) Because 4y Yel

14- 1)in 2) lor 3) with 4)of

15- 1) dealt 2) dealing 3) by dealing 4) and was dealt

PART C: Reading Comprehension
Directions: Read the following three passages and answer the questions by choosing the best
choice (1), (2), (3}, or (4). Then mark the correct choice on your answer sheet.

PASSAGE I:

As cybersceurily threats develop and become more advanced, authoritative bodics arc
responding by introducing new regulations and standards 1o defend systems against
cyber-atlacks. As an cxample, the Furopean Union (FUJ) has been developing and
implementing new cybersecurity regulations over the last few years. As a follow-up to
the 2018 implementation of the General Data Protection Regulation (GGIDPR), which
standardizes policies for giving individuals control over their personal data, this vear
the EU plans to introduce the new elPrivacy Regulation, which will enhance the level
ot confidentiality within electronic communications. Even though these are ElJ based
initiatives, their reach and impact is global for anyvone who has customers in the ELJ.

Additionally, the International Organization for Standardization (1SO) is set to
release new standards regarding the security and protection of personal information
within cloud-based services. ISO/JAIEC 27552, for example, provides additional
requirements to establish, implement, maintain and continually improve a Privacy
Information Management System (PIMS) and will be an extension ol ISO/IEC 27001,
the standard [or Information Sccurity Management Systems. This new standard is in
addition 10 the controls currently in use through ISO/ATRC 27017, sceurity 1echniques
for cloud services, and ISO/IEC 27018 protection ol Personally Identiliable
Information (PII) for Pl processors. Another standard under development will target
the security of consumer electronics.



16- Which of the following is the best title for the passage?
1) Advanced Cybersceurity Threats in Europe
2) The Importance of the International Organization for Standardization
3) Cyber Threats Arc Tivolving, and so Should You
4y The Way Authoritative Bodies Are Responding to Attacks
17- The word “their” in paragraph 1 refers to -----—--——---,

1) regulations 2) policics
3) communications 4y individuals
18- According to the passage, ePrivacy Regulation is intended to —-—--m---—- A

1) release new standards regarding the security of cloud-based services
2) define policics lor giving individuals control over personal dala

3) help individuals implement new cybersecurity regulations

4} increase the level of confidentiality within electronic communications

19-  The word “initiatives” in paragraph 1 is similar in meaning to ---—--—---—---,
1) schemes 2) realities 3) organizations 4) hypotheses
2{(}- Which of the following is identified with sccurity techniques for eloud scrviees?
1) [SO/AEC 27018 2) [SO/AEC 27017
3 ISOARC 27001 4y [SO/IEC 27552
PASSAGE 2:

'The process of authentication usually starts with the user typing in the password at the
client. The password is then sent to the authenticating server and is put through a ong-
way hash algorithm to generate a hash for the password. The hash algorithm has the
property that it will generate a unique hash for different passwords, but it is not
possible to reconstruct the password (rom the hash value. This hash is then compared
to the hash that is stored on the authenticating server to see if they match. In some
implementations the hash is generated on the client belore it is sent to the server, There
are a number of ways to attack this method of authentication, one of which is to
intercept the password by monitoring or “sniffing” the network. Encryption can be
uscd o help prevent the intcerception ol the password when it 1s passed over the
network. Most Web portals utilize a secure channel implemented by the Hypertext
Transler Protocol when accepling authentication information 1o mitigate this risk,
Another method of attack is through the use of a kevstroke logger program that may be
present on the end user’s device. 'These programs can record everything that is typed at
a kevboard, including passwords. and send 1l (o a third parly. Keysiroke loggers arc
used in many computer viruses to collect passwords that can be used for further
compromiscs or actual thell Irom online banking. Installing and keceping up-to-dale
antivirus software will help prevent these viruses from installing the software. his
risk can also be reduced by not using an account with administrative privileges for
Internet browsing or reading e-mail. These two activities are the most prevalent
vectors used by viruses to infect machines.

21-  Which of the following statements is true?
1} The passage refers to three ways of attacking the method of authentication.
2) I is quite possible o reconstruct a password from the hash value,
3) The hash algorithm will generate different hashes for difterent passwords.
4) The password is sent to an authenticating server and is put through a one-way hash
algorithm.



22-

23-

24-

25-

26-

27-

28-

The word “it” in line 7 refers to the —————————- 3

1) hash 2) server 3) client 4) password
Which of the following can help prevent the interception of the password?

1) Eneryption 2) The Typertext Transler Protocol
3) The client 4) Vectors

The word “mitigate” in line 12 is similar in meaning to -----—------—-,

1) encounter 2) overcome 3) reduce 4) assess

What can a keystroke logger program do?

1) Make compromises with third parties

2) Use an account with administrative privileges
3) Prevent theft from online banking

43 Record everything that is typed at a keyvboard

PASSAGE 3:

Modern biological weapons are designed to disseminate pathogens or toxing in an
aerosol cloud of microscopic particles that can be readily inhaled and retained in the
lungs of the exposed population. These aerosols are most effective when composed of
particles ranging from 1 to 10 microns that can stay airborne longer and cause morc
severe cases ol discase. Acrosols are Lasteless. odorless, and invisible, thus [acilitaling
clandestine attacks. They can be generated cither by bomblets loaded into cluster
bombs or missilc warhcads or by spraying devices thal arc mounted on aircrall,
helicopters. cruise missiles, ships, or vehicles, or that are carried by hand. The key
drawbacks to biological weapons include their delayed effects; their sensitivity to
environmental and meteorclogical conditions, which could result in uncertain area
coverage and effects; and the risk of infecting friendly forces. For example, wind
speed and direction, humidity, and atmospheric stability can all influence the
performance of a biological weapon. The careful selection of agents, delivery syvstems,
and tar-gets, however, as well as the timing of the attack, could compensate for most
ol these limitations.

The word “disscminate” in line 1 is similar in meaning 0 --—------——-- i

1) resist 2) spread 3) reinforee 4) supply
Which of the following is NOT truc about acrosols?

1) They have a smell.

2) They cannot be tasted.

3) They can be as tiny as 10 microns.

4) When they stay airborne, they can cause more scrious cascs ol discase.
The word “They” in line 6 refers to —-——-—e—-- ;

1) bombleis 2) attacks 3) acrosols 4) cascs
According to the passage, all of the following are among the drawbacks related to
biological weapons EXCEPT -------~----- .

1) delayed effects

2) the risk of infecting friendly forces

3) the prospect of long-term contamination

4) sensitivity to environmental conditions



30~ According to the passage, all of the tollowing can influence the performance of a

biclogical weapon EXCEPT --—cmeeemeee,
1) the direction ol the wind 2) the presence ol sunlight
3) atmospheric stability 4) humidity
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